
 Cybersecurity Managed Detection
and Response Feature Comparison



PHASE ACTIVITY
CSP
Lighthouse TrustWave Rapid7 Secureworks

CrowdStrike
Falcon
Complete FireEye

E5
Security
Support

Microsoft
Support

Detection/
Investigate 

Respond

Recover

Defender for Endpoint

Defender for Office

Defender for Cloud Apps

Defender for Identities

Defender for Servers (Azure Arc)

Automated Triage

Alert Investigations

CSP Engage 
(SOC to Teams user interaction)

Remediation and
Eradication of Threats

Proactive Threat Hunting

Bespoke Policy Deployment

Remote Root Cause Analysis

Continuous Monitoring

GitHub Rapid Detection Rule
Deployment i.e. "SecOps"

Strategic Guided Response

Rapid Endpoint Isolation

Rapid Malicious File Blocking 
(globally)

Rapid Malicious URL or
Domain Blocking (globally)

Rapid Malicious IP Blocking 
(globally)

Threat Eradiation without 
Business Impact

Human Orchestration i.e. 
block account, reset password

Risk Determination and
Classification

Malware Sandbox Analysis

Incident Response Retainer

Implement Improvements based 
on Lessons Learnt

Advisory and Technical 
Threat Manager

Recovery Retainer

Microsoft Security Solutions 
Provider

premium service

Contact your CSP account representative for more details
1300 199 093 sales@csp.global



TrustWave Rapid7 Secureworks

CrowdStrike
Falcon
Complete FireEyePHASE ACTIVITY

CSP
Lighthouse

Customer
Experience

Compliance

Threat
Intelligence

Onboarding

Staffing for Customer Needs

MDR Lighthouse Platform 
(fully integrated into Microsoft Teams)

Executive Reports

Azure Cost Optimization

MDR Announcements 

Quarterly Executive Briefings

CSP Engage 
(SOC to user interaction)

Threat Intel Integration

Daily Threat Hunting Activities 
based on real-time Zero Day 
Exploits

Dark Web Monitoring

Critical Advisory Email Subscription

Lighthouse Platform TI Reporting

CSP Lighthouse Platform: 
Essential Eight Executive Report

NIST / ES8 / ZT advisory

Insurance Advisory 

Contact your CSP account representative for more details
1300 199 093 sales@csp.global

Real-time SLA's 

premium service


